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Report No: 

Meeting Date: 

Alameda-Contra Costa Transit District 

STAFF REPORT 
TO: Operations Committee 

AC Transit Board of Directors 

FROM: Michael A. Hursh, General Manager 

SUBJECT: Cisco Core Switch Replacement Purchase 

ACTION ITEM 

RECOMMENDED ACTION(S): 

15-266 

November 11, 2015 

Consider authorizing the purchase of a Cisco Catalyst 6807 Core Switch using the National Joint 
Powers Alliance (NJPA) contract from the Value Added Reseller COW-G. 

EXECUTIVE SUMMARY: 

The existing dual Cisco Catalyst 4510 Core Switches are at end of life and no longer supported by 
Cisco. The technology is dated and does not support a 10Gb network infrastructure as required 
by the Bus Rapid Transit (BRT) fiber optic network. The new Cisco Catalyst 6807 will provide a 
high speed reliable backend infrastructure for AC Transit's Local Area Network (LAN), Wide Area 
Network (WAN), and Wireless Local Area Network (WLAN). The new switch will host and apply 
the network Payment Card Industry Data Security Standard (PCI DSS) compliance rules, which 
define and standardize how credit card information can be sent across a local or wide area 
network. Upgrading to the 6807 core switch will allow us to meet future PCI compliance 
requirements. The engineering team at CDW-G has provided a complete hardware and software 
configuration and has developed a complete Bill of Materials using the NJPA contract. 

BUDGETARY /FISCAL IMPACT: 

The project cost of $143,066.22, came in under the capital project budget amount. 

BACKGROUND/RATIONALE: 

The core switch is the central routing and switching hardware managing all of AC Transit's Local 
Area Networks (LAN), Wide Area Networks (WAN), Wireless Local Area Networks (WLAN), and 
server network traffic. The core switch defines all the Virtual Local Area Networks (VLANs), routes 
traffic between VLANs, establishes Quality of Service rules to prioritize different types of network 
traffic, and routes network traffic between all the District's networks and the internet. 

The existing dual Cisco Catalyst 4510 core switches have several limitations. They cannot connect 
to more than two 10Gb network interfaces. The switches have a total of 6Gb of total backplane 
throughput and can only accommodate 1Gb network interface blades and modules. Because of 
hardware limitations, the switch contains access ports and directly interfaces link and server 
equipment. This is not the best practice for a core switch. The switches create a bottleneck and 
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prevent network traffic from freely traversing the network. The proposed BRT fiber network 
cannot interface with the existing core switches because of the ten required 10Gb interfaces. 
Most importantly the technology is past end of life and is no longer eligible for manufacturer's 
technical support. The continued use creates a liability for the District. 

The new Cisco 6807 Core switch will provide a reliable and redundant network core 
infrastructure. The switch will be configured with dual high speed supervisor processing modules. 
Four 10Gb interface cards with a total 128 10Gb interface ports will provide redundant 
connections to network closets, server farms, link equipment, wireless controllers, and BRT 
stations. The equipment will be outfitted with redundant fans and power supplies to maintain 
continuous equipment operation. 

The payment card industry data security standard defines how credit card information can be 
sent across a local or wide area network. Currently AC Transit does not process credit card 
information on our network infrastructure but will start processing credit card information with 
the BRT project. Upgrading from the Cisco 4510 to the Cisco 6807 core switch will allow AC 
Transit to meet current and future requirements around PCI compliance standards. 

ADVANTAGES/DISADVANTAGES: 

Approval of this purchase will allow the IS Department to replace the core switch and prepare 
the foundation for the District's new General Office LAN, WAN, WLAN, and BRT Fiber Optic 10Gb 
high speed infrastructure. There are no disadvantages with purchasing this equipment. 

ALTERNATIVES ANALYSIS: 

The district could decide to keep the exiting Cisco 4510 Core Switches on contract with a third 
party used equipment vendor and not replace with the current technology. Staff would be 
required to redesign the BRT fiber optic network and purchase used 1Gb SFP Interface Cards with 
1Gb interface modules that would be used to interface the BRT stations. Since this equipment is 
past end of life, there would be no hardware or software support to identify and resolve any 
interface problems or incompatibilities with the new BRT infrastructure. The 1Gb interfaces 
would significantly limit access to the actual bandwidth of the BRT fiber network. The additional 
BRT network traffic could create network congestion issues throughout the entire AC Transit 
network. 

PRIOR RELEVANT BOARD ACTIONS/POLICIES: 

Board Policy 350, Procurement Policy 

ATTACHMENTS: 
1: None 

Executive Staff Approval: 

Reviewed by: 

Tom O'Neill, Chief Information Services Officer 

Denise C. Standridge, General Counsel 
James Pachan, Interim Chief Financial Officer 
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Prepared by: 

Jon Medwin, Director of Purchasing and Materials 

Michael Carvalho, Enterprise Network Engineer 




